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In this paper considered the problem of wrong action of relay protection and automation (RPA) including the
distance protection (DP) due to mismatch setting specific conditions of the Power system (PS) operation. The main
factorsof this problem: the insufficient and inaccurate information about processes in the equipment and in PS using
during RPA tuning; the rough and generalized account of the errors introduced by the RPA hardware and measurement
transformers. Based on the research, briefly presented in the article, it is concluded that the adequate mathematical
models is useful for analysis the reasons of wrong working DP during solving task of correct setting ones.

NH®OPMALMOHHAS BE3OITACHOCTb B CUCTEMAX DJIEKTPOHHbBIX YCJYT
T'opemnk C.JL., JIsanep B.C.

OT'BOY BIIO «Cankr-IletepOyprekuii HalMOHATBHBIN HCCIEA0BATENECKHH YHHBEPCUTET HHPOPMAIIMOHHBIX
TEXHOJIOTHI, MEXaHUKH 1 onTHKW», CaHkT-IletepOypr, Poccus
(197101, r. Canxkr-IlerepOypr, KponBepkckuii mpocmexT, 1.49.),
e-mail: lyaper@mail.ru

[TpoBeneH aHanu3 MpodaeM HHGOPMALMOHHON OE30ITaACHOCTH IS ANEKTPOHHBIX YCIyT. [lepeuncieHbl OCHOBHbIE
HaIpaBJICHUS Pa3BUTHS YTPO3, CPEM KOTOPHIX BEIJETICHa KITI0UeBast — yrpo3a 6e301acHOCTH MOIb30BaATEIbCKUX aTPH-
OyTOB JI0CTYIIa K 3JIEKTPOHHBIM yciryraM. [Ipon3BeieHo cpaBHEHUE CyIECTBYOIINX MOIXO0B 11 oOecriedeHust oes-
OTIACHOCTH TIOJIb30BATEIbCKUX aTPHOYTOB JOCTYIA K SIEKTPOHHBIM YCIyTaM, BEISIBICHBI HEIOCTATKH CYIIECTBYIOIIIX
pELICHNH, CBA3aHHbIE C HU3KUM YPOBHEM O€30MacHOCTH M CTPYKTYPOH 1oJIb30BaTeNnbckoro nurepdeiica. O6ocHoBana
aKTyaJbHOCTD MOBBIIICHUS YPOBHS HH()OPMAMOHHON 0€30MaCHOCTH ISl YCIYT GAaHKOBCKOTO CEKTOpa, MEKTPOHHOIT
KOMMEPIIMH U TOCYaPCTBEHHBIX MEKTPOHHBIX yciyT. [IpeioxkeHo perieHre B Bujie MporpaMMHO-aNnapaTHOro KoM-
TUIEKCA, BBITOIHSIONIETO (DYHKIIMH YIIPABICHUS MTOT30BaTEILCKUMH aTpHOyTaMH JOCTyIa Ha 0a3e 0OJIaqHBIX TEXHO-
JIOTHH, TTO3BOJISOLIETO MOBBICUTH YPOBEHb HH(OPMALIMOHHOI O€3011aCHOCTH M 3PTOHOMHUKH MPH JI0CTYTIE K SIEKTPOH-
HBIM yCITyTaM.
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The review of the information security issues for e-services is presented. Main trends were taken into account,
among them key threat was identified — user identity and credentials security. Technical approaches for credentials
protection were compared, as a result revealed the shortcomings of existing solutions associated with a low level of
safety and user interface. The urgency of increasing the level of information security services for banking, e-commerce
and e-government services was illustrated. Proposed solution in the form of hardware and software to perform the
functions for managing user identity and credentials based on cloud technology to increase the level of information
security and ergonomics for access to electronic services.
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Crarbsi TOCBSILEHA HCCIICIOBAHUIO JIBYKSHHSI aBTOMOOMIIEH 110 aBTOMarucTpaisiM. PaccmorpeHo pacnpesneneHne
aBTOMOOMIIECH TI0 ToT0caM ABMKeHUs. TpaAuINOHHO MaKpOCKOIMIECKHE MOJIEIIH, HCIIOIb3yEeMbIC B CHCTEMAX yIPaB-
JICHHs IBMDKCHHEM Ha aBTOMarkcTpaisiX, PACCMaTPUBAIOT TOJBKO MPOJOJIBHOE JIBIYKEHHE TPAHCIOPTHBIX IIOTOKOB, a
BOIIPOCY pacHpeieNIeHUsI THTEHCUBHOCTH TI0 TT0JI0CaM JBIKEHHS He yAEIeHO A0DKHOTO BHUMaHUsL. M3BecTHEIE dKce-
PHMEHTAJIbHBIC UCCIICIOBAHUS pacIpe/IeNICH s TPAHCIIOPTHBIX IIOTOKOB 110 I0JI0CAM JIBHIKSHHS HE B ITOJIHOW Mepe yuu-
TBHIBAIOT XaPAKTEPUCTUKU TPAHCIIOPTHBIX MOTOKOB. Pa3paboTana MMHUTaIMOHHAS MUKPOCKOMHMYECKast MOZIENb Y9acTKa
aBromaructpaiu B nporpamme SUMO 1 poBe/ieHO HCCIIeA0BaHKUE BIHSHUS BEIMYMHBI TPAHCIIOPTHOTO CIIPOCa U Ba-
pHaIyy CKOPOCTeH TPAaHCHOPTHOTO MOTOKA Ha PAcIpereleHne aBTOMOOMIIEH 1Mo monocaM JBrkeHHs. KauecTBeHHO
HOJTy9YEeHHBIE PE3yNIbTaThl MOACINPOBAHHUS COBIIAIAIOT C N3BECTHBHIMU UCCIICIOBAHUSIMU. B pesynbrare crarucTHyeckoit
00pabOoTKH pe3yabTaTOB MOACTHPOBAHUS TTOMY4I€HA PETPECCHOHHAS MOZIENb 3arPy3KH MOJIOC JBIKEHHS, yUUTHIBAIO-
I1asi BEJIMYMHY TPAHCIIOPTHOTO CIIPOCa U CPEIHEKBAIPATUIHOE OTKIIOHEHNE CKOPOCTEH JIBHIKCHHUSI.
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