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Big Data technologies traditional interpretation of the concept of information security loses validity and cannot
form the basis of information security approaches used by humankind to create favourable living conditions.
Big Data technologies and unmanned manufacturing generate fundamentally new threats to society and an
individual and require a radical change of approaching the issues of information security. In these conditions
we encourage to use the thermodynamic approach, according to which information processes are considered as
processes of formation of new channels of energy dissipation. Thermodynamic approach identifies the place
and role of information phenomena in ecosystem biological communities, and also makes allows deterministic
prediction of civilizational development as part of the evolution of the Earth’s biosphere. The most important
results of this approach are to improve the integrity and consistency of the picture of the world, uniting the
phenomena of practical human activity and perceptions about the irreversibility of thermal processes in
thermodynamic systems.
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ITpuBeseH aHaNN3 OCHOBHBIX HAIPABICHHI BBISBICHHUS BOSMOKHOCTH HMACHTH(HMKAIUK TOJb30BaTeieii BeO-
PEecypcoB M KpaTko 000CHOBaHA HEOOXOAMMOCTb €€ OLeHHBaHUs. [Ipe/IoKeH criocod KOMMYEeCTBEHHONW OLIGHKH BO3-
MO)KHOCTH HICHTU(UKAIMH MTOJIB30BaTelel BeO-pecypcoB, KOTOPBIi O6a3upyercs Ha ydeTe sIBHOIT MITH HesIBHOM Tiepe/a-
41 BeO-pecypcy ONpeiesIeHHOro Habopa MPU3HAKOB, MO3BOJISIOIINX HASHTH(HIMPOBATh Moib3oBatens. [Ipu3HakamMu
SIBIISIFOTCS TTAPAMETPhI, XapaKTepHU3YIOIHEe MPOrPaMMHO-AIIAPATHYIO CPEIy TOIb30BaTENs U ero HHYOPMAIMOHHYIO
nesrtenbHOCTh B IHTepHeTe. [Tox MHpOpMaTHBHOCTHIO IIPH3HAKA MOHUMAETCS ero IBOMYHas sHTponws. [Tokasarenem
BO3MOJKHOCTH WACHTH()UKAIIMH TTOJTH30BATENsI, 00T Jaf0IIeT0 KOHKPETHBIM HaOOpOM PU3HAKOB (TIPOGHIIEM), CITYKUT
BEPOSITHOCTH OIHO3HAYHOCTH Mpoduirs. [ToydeHs! BEIpaKeHHs ISl OLIEHKH BEPOSITHOCTH OHO3HAYHOW HMACHTU(H-
KalliM, UCXO/IS M3 CyMMapHOH MH(OPMATHBHOCTH PU3HAKOB MOJIb30BaTelst. IpeicTaBieH TabanuHbli crnocod yuera
B3aMMHOI KOPPEJIALHH IPU3HAKOB, a TAK)Ke BEPOSTHOCTH MX MONydeHHs BeO-pecypcom. [IprBeeHa oleHka cymmap-
HOIl MH()OPMATUBHOCTH TPHU3HAKOB, HEOOXOAMMOMH I8 MICHTH(UKALMU TTOJIB30BATENS C 33aHHOH BEPOSTHOCTHIO.
HameueHs! myTH anpo0Oaluy U pa3BUTHS MPEATIOKEHHOTO Crocooa.
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Analysis of basic directions of the observing possibilities to identify users of web-resources is presented
and the necessity its estimation is proved briefly. Proposed way of quantitative evaluation of the possibility to
identify web-users, which is based on considering the explicit or implicit transfer to web-resource a certain set
of signs, allowing to detect the user’s identity. Signs are the parameters, characterizing hardware and software
user’s environment and his information activities on the Internet. The informativeness of sign means its binary
entropy. An indicator of the user’s identification possibility, which has a specific set of characteristics (profile), is
the probability of uniqueness profile. Expressions for an assessment of probability of unambiguous identification
proceeding from total informational content of signs of the user. Presented tabular way to account for cross-
correlation of signs and also probability of them getting by a web-resource. The estimation of total informativeness,
necessary to identify the user with a given probability, has been obtained. Ways of testing and the development of
the proposed method are planned.
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B coBpeMeHHOM Mupe Ipu aKTUBHOM Pa3BUTUHU PHIHOYHBIX OTHOLIECHUI OHON M3 OCHOBHBIX 3aJia4, IIOCTaBJICH-
HBIX TIepe/l KOMITAaHUAMH-TIPOM3BOUTEISIMU (KaK TOBApOB, TaK U YCIYT), SBIAETCS MPUBICUCHHE U yACPKAHUE KITH-
SHTOB IPY MUHHUMAJIBHBIX 3aTpayeHHBIX cpeacTBax. OHON U3 caMbIX (P (EKTHBHBIX Mep 110 YBEIMYCHHIO KOHEUHO
TIpUOBIIN SBISIETCS TOBBIMICHNE TTOBTOPHBIX MPOJaK KAK yXKe CYIIECTBYIONINM, TaK M HOBBIM KIHEHTaM. B cTartbe
paccMarpuBaeTcs MOHSITHE MHJEKCAa KIMEHTCKOW JIOSIIBHOCTH KaK CPEJICTBA IOBBIMICHHUS MPUOBLIBHOCTH IIPEIIPH-
situst. OTIECBIBAETCST OT/IEN, 3aHUMAIOIINICS aHAIM30M MHAEKCA KIHEHTCKOH JTOSIBHOCTH, pa3paboTKOM, KOHTPOIEM
U TIOJTy4eHUEM OOpaTHOM CBSI3M OT MEPOIPHATHHI 10 MOBBIILICHUIO KJIMEHTCKOW JIOSUIBHOCTH W KOPPEKTHUPOBKOH Kak
BHYTPEHHUX, TaK ¥ BHEIITHNX MPOLeTyp KoMmaHuu. [Toka3aH (HMHAHCOBBIN pe3ynbTar JesTeIbHOCTH OTAENA Mo paboTe
C KJIMEHTAaMH Ha MPEANPHUITUIX aBTOMOOMIBHOTO OM3Heca roposa TioMeHH.
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