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K BOITPOCY OLEHKHU JOCTOBEPHOCTH HH®OPMAILIMMU JJIA ITPEJOTBPAIIIEHUAA
MITM-ATAKHA ITPU NEPEJAYE 3AKPBITOU NTH®OPMALIUN
IHO OTKPBITBIM KAHAJIAM CBA3HU
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B crarbe mpencTaBieH METOA MIPOBEPKU JOCTOBEPHOCTH JAHHBIX MPHU IMepeaade 3aKphITo HH(OPMAIUH 10 OT-
KPBITBIM KaHaJlaM CBSI3H JUIsl OOHApY)KeHHUsI (hakTa KOMIIPOMETALMH KaHasla epeaadn JaHHbIX. JJaHHBII MeTo OCHOBaH
Ha MOCTPOEHHUH MYIbTHTpada, Copep Kaliero MHOKECTBO 3HAUCHUH MH(OPMAIIMOHHBIX 3JIEMEHTOB U CBSI3eH MEXTy
HUMH. Ha ocHOBe mocTpoeHHOro MynsTurpada npou3BOAUTCS aHAIN3 LEJIOCTHOCTH MyTeil JocTyna MyasTurpada st
BBEIIBIICHUSI U yAAJICHMS W30BITOUHBIX B3aMMOCBS3eH MeXIy MH(OpPMAIMOHHBEIMHU >IeMeHTaMH. Paspaboran merton
NPOBEPKH JOCTOBEPHOCTH JAHHBIX MPH Mepeaaue 3aKpbIToil MHOPMALUK 110 OTKPBITHIM KaHaiaM cBsi3u. [IpoBeneH
aHaNM3 Mepeavyn JaHHbBIX MOIb30BaTeNIMy HH(GOpPMAMOHHEIX TpeboBanuil. [TocTpoens! MynmsTHTpadBbl, comepKame
MHOXXE€CTBO 3HaY€HHH MH(POPMAIIMOHHBIX 3JIEMEHTOB U CBsi3el MeXay HUMH. [IpoBe/ieH aHau3 myTel T0CTyma MyJib-
turpada. [IponsBenen pacueT mokasareneit JOCTOBEPHOCTH HHPOPMAIIIH.
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The article presents a method for validating the transfer secret information through open communication channels
for detection of the fact compromise of the data link. This method is based on the construction of a multigraph,
comprising a plurality of values of information elements and the connections between them. Based on the constructed
multigraph, an analysis of integrity paths multigraph to identify and eliminate redundant links between information
items. Developed a method for validating the transfer of classified information through open channels of communication.
The analysis of the data by users of the information requirements. Built multigraphs having a plurality of values of
information elements and relationships between them. The analysis of access routes multigraph. The calculation of
indicators of reliability of information.
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B xauectBe kpurepreB 3 (HEKTUBHOCTH B 3a/1a1de CHHTE3a ONTHMAIBHBIX JIOTHIECKUX CTPYKTYP pactpeneéHHbIX
6a3 nanubix (PBJ]) u nokanbHbIX 6a3 MeTaganubix (JIBMJ]) paccMOTpeHBl MHHHUMYMBI: OOLIETO BPEMEHH MOCIEN0-
BaTEJILHOM 00pabOTKM MHOXKECTBA 3aMpPOCOB; TpPaH3aKIMH; 0OIIETo CyMMapHOTO BPEMEHH 3allPOCOB M TPaH3aKIIHH.
COOTBETCTBYIOLIME TOCTAHOBKHU 331a4 ONTUMM3ALUY SIBISIIOTCS HETMHEHHBIMU 33aJja4aMy 11eJIOYUCICHHOTO IIporpam-
MHPOBAHUS U BKIIOYAIOT IIeJeBble (DYHKINH U3 KOMITO3HIMH: JIMHEHHBIX (OpM ¢ OMHApHBEIMU (QYHKIUSMHU OT B3BeE-
HICHHBIX CKAJIIPHBIX MPOU3BEICHHI HCKOMBIX apI'yMEHTOB; KBaIPaTUUHBIX ()OPM B CyMMe C TMHEHHBIMH. [Ipeokena
nenesast QyHKINS cOaTaHCHPOBAHHON ONTHMH3AINH 110 BPEMEHH BBITIOJTHEHHS KaK 3allPOCOB, TaK M TpaH3aknuii. J{s
Ccllydasi HOCTOSIHHBIX BPEeMEHHBIX XapakTepucTuk PBJl moiyuens! a3 dexTrBHbIC TOUHbIC U TPHOIMIKEHHbIC aHATNTH-
YecKre pemeHust chopMyInpOBaHHBIX 3a/a4, 00eCIeINBAIONINE OyIeHHe PEeKOMEH Il CTPYyKTYPHOTO ITOCTpOe-
HUSI HHPOPMAIIMOHHON CHCTEMbI U HEOOXOMUMBIX [Tt Heé 06a3 JaHHbBIX.
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As the performance criteria in the design of optimal logical structures of the distributed database (RDB) and
local databases of metadata (LBmD) considered lows: the total time to process through a set of queries, transactions,
total cumulative time queries and transactions. Appropriate setting of optimization are nonlinear integer programming
problems and include the objective functions of the tracks: linear forms with binary functions from weighted scalar
products of the required arguments, in the sum of quadratic forms with linear. Proposed objective function is balanced
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